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MH®OPMAILIMOHHAS ITIAMSITKA
JUISI OBYYAIOIMXCS 1151 PASMELLEHUS
HA O®ULIUAJBHBIX UHTEPHET-PECYPCAX

C xaxapIM TOJOM MOJIOJIe’KM B WHTEpPHETe CTAHOBHUThCSA Oobline, a
IIKOJbHUKK OJIHM M3 CcaMbIX aKTHUBHBIX Tosb3oBarene Pynera. Mexay Tem,
IIOMHUMO OTPOMHOI0 KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HeceT U MpoOJieMBbl.
DTa namsTKa JIoJKHA MoMo4b Tebe 0e301macHO HaXOdUThHCS B CETH.



KoMnbrorepubie BUpYChI

KommbroTepHslii BUpPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMYUTEIBHON 0COOCHHOCThIO KOTOPOU SBJISIETCSI CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHHUUTOXKHUTh
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLia
3amylieHa 3apa)K€HHasi mporpamma, a Takke MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEPAIOHHYI0 CUCTEMY CO BceMmH (aiijamu B 1eloM. B OOJNBIIMHCTBE CiIydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 NHTEPHET.

MGTOI[BI 3aI0UThI OT BPpCAOHOCHLBIX ITPOrpaMMm:

1. HCHOHLBYI?I COBPCMCHHBIC OIICPAIIMOHHBIC CUCTCMbI, UMCIOIIIUC CepBGSHBII‘/’I
YPOBCHDB 3alIUTHI OT BPCJOHOCHBIX IIPOIrpaMmMm;

2. llocrossHHO ycTtaHaBnuBail mnauth (UU(QPOBBIE 3aIUIaTKH, KOTOPbBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MNPOTpamMMbl) U JIpYyrHe
OOHOBJIEHUSI CBOEH omepanuoHHON cuctembl. CkauumBall HX TOJBKO C
opunmansHOoro caiita paspabotunka OC. Ecnum  cymectByeT — pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEPE MOJ[ TpaBaMU TOJIb30BATENsd, a HE
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
WHCTAJJTUPOBATHCS] HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Hcnonp3yldi aHTUBHPYCHBIE IIPOTPAMMHBIE TPOMYKTBI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHELIHME HOCUTENHW MH(OpMAlMU, TaKHe Kak (Quiellka, JTHUCK
win (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBali KOMMBIOTEpHBIC (DAisibl, TMOJYYCHHBIE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUcIan TBOM 3HAKOMBIH. Jlydiie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He Buj mepenadn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEH]I,
mapka. Eme B 1991 rony Humepmaniackas KOMMaHHUS 3aperUCTpUpoBalia OpeHI
"WECA", urto o6o3naugano cnoBocoueranue "Wireless Fidelity", koropsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamero BpeMeHu Jolia apyras ab0peBuaTypa, KOTopas SBISETCS TaKOU
Ke TexHojiorueil. Oto abbpeuatypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C



HAMEKOM Ha CTaHIapT BbIciIeld 3BykoBoil Texuuku Hi-Fi, uyto B mepeBoae
03HayaeT ""BbICOKAsi TOYHOCTH'.

Jla, OecruiaTHBIA MHTEPHET-IOCTYI B Kade, OTeNIX M a’dponopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBsOTCS 0€30MaCHBIMHU.

CogeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOrO JMUHYIO HHGOpPMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTLHO HE BBOJAWTH MAPOJIHU JTOCTYIIA, JIOTHHBI  KaKUe-
TO HOMEDPA;

2. Wcnonb3yilt 1 OOHOBIIAM aHTHBHPYCHBIE MpOrpaMMbl U Opanamayep. Tem
cambIM Thbl 00€30MacuIllb ce0s OT 3aKauKH BUPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun gyukiuio "OO6mumii noctyn K daitnam
u npuHtepam". JlaHHas (yHKLIMS 3aKpbIiTa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnons3yét nyonumunsii WI-FI qi1s nepenauum JUYHBIX JaHHBIX,
HanpuMmep U1 BBIX0JA B COLIMAJIbHBIE CETU WIIA B AJIEKTPOHHYIO MIOYTY;

5. Hcnonp3yit Toabko 3amuiieHHoe coequnenue uyepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "lloakmouerne k Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTHYECKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CoununajabHble CeTH

CounayibHbI€ CETH aKTUBHO BXOJISIT B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuUIAap]] 4eIOBeEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX KUTEIIEH IIaHeThl. MHOTHME MOJIL30BaTeId HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMHU.

OcCHOBHBIE COBETHI IO OE30IMMACHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuub cnucok py3eil. Y 1e0s B Ipy3bsiX HE JTOJKHO OBITh CIyYalHbBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii CBor 4acTHYIO )KuU3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXACHUS WM JPYTYIO JUYHYIO HHPOpPMAIUIO. 3JI0yMBIIIICHHUKA



MOTYT HCIIOJIH30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOHW POAUTEIN
IJIaHUPYETE IPOBECTU KAaHUKYIIbL;

3. 3ammiail cBOr peryTaluio - IepKU €€ B YUCTOTE U 3a]1aBail cede BOMpocC:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BATENM BHUAETH, YTO ThI 3arpykKaeuib?
[Toxymaid, mpexJie 4eM 4TO-TO ONyOJIMKOBATh, HAIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOPHILB C JKOJbMHU, KOTOPBIX HE 3HAECLIb, HE MCIOJb3YH CBOE
peaslbHOE UMS U JPYTYIO JMYHYI0 MHQOpPMAIMU: UMs, MECTO KUTEJIbCTBA, MECTO
yueObl U TIpoUee;

5. N36erait pazmemenust ¢otorpaduii B MIHTEpHETE, T/Ie THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEEITUTh TBO€ MECTOIOJIOKEHUE;

6. Ilpu peructpaniuu B COIMATBLHONH CETU HEOOXOJMMO HCIOJIb30BAThH

CJIIOKHBIC I'IapOJII/I, COCTOAIINE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

7. Jns  comuanbHOW CceTH, TMOYTHl U JIPYTUX CaWTOB HEOOXO0JUMO
UCITI0JIb30BaTh pa3Hble maposu. Toraa ecinu Tedsl B3JIOMAIOT, TO 3JI0YMbIIUICHHUKA
IOJTy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

SHGKTPOHHI)IC JCHBI'M - 3TO OYCHBb y,[I06HLII>1 CI10co0 HHaTe)Keﬁ, OJHAaKO
CyYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHBI'U.

QHGKTPOHHI)IG JACHBI'M IIOABHJIMCH COBCCM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTMMCAHO B 3aKOHE, T/Ie MX
pa3IeNsaioT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHHWMHBIC. Pa3zHuiia B ToMm,
YTO AHOHHMMHBIC - 3TO T€, B KOTOPBHIX pa3pemracTcss MPOBOAUTHL Omeparuu 0e3
WISHTU(PUKAIINY TT0JIH30BATENs, a B HCAHOHUMHBIX MJSHTU(PUKAIUS MOJIb30BaTEIs
SIBIISIETCS 00s3aTEIIHLHOM.

Takxe crnenyer pas3iuyaTh OdJIEKTPOHHbIE (UATHBIE JEHbIH (PaBHbI
rOCyAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUATHbIE ACHBIU (HE paBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TIO 0€30IMacHO PabOTe C IMEKTPOHHBIMU JIEHBAMU:

1. IlpuBsbxu K cyeTy MOOMIIBbHBIN TenedoH. ITo caMblii yAOOHBIH U OBICTPHIi
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMapoib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;



2. HUcnonb3yit omHopa3oBbie mnapoiu. llocie mnepexona Ha YCHICHHYIO
aBTOpHU3alMio Tebe yke He OylneT yrpokaTh OMACHOCTh KpaXH WJIM IepexBaTa
IJIaTEXKHOTO MapOJIs;

3. Beibepu cioxHblii mapoisb. [IpecTymHukam OyleT He MPOCTO yrajaarh
CIIOKHBIN Tapouib. HaexHble mapoin - 3TO Mapoiik, KOTOPBIE COIEPKAT HE MEHEe
8 3HAKOB ¥ BKJIIOYAIOT B C€0Sl CTPOYHBIC U MPOMHCHBIC OYKBBI, IUPPHI H
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK JoJu1apa, GyHTa, BOCKIMIATEIbHbIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPEIOCTABISAEMBIE €0 YCIYTH IO
MEePEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeestoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SAIIMK BBITJISAIUAT
CJICAYIOIIMM 00pa30oM: UMsI_MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMe repeaadu
MPOCTOr0 TEKCTAa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BwIOpaTh MpaBUIIBHBIM TOYTOBBINM cepBUC. B uHTEepHETE ecTb
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE€ TOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B TMYHOW MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BBIOpAaTh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonp3yld ABYXATalHYK aBTOPU3ALMIO. OJTO KOrjJa IMOMUMO IapoJisi
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN IO SMS;

4. BeiOepu CIOXHBIN Mapoib. s KaK10ro mMo4YTOBOTrO SIIIMKA JOJKEH OBbITh
CBOW HAJEKHBIWA, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecmu ectb BO3MOXHOCTH HalKMCaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
MCIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil sl YacTHOM
MEePENUCKU C aJpecaTaMu, KOTOPBIM Thl JOBEpsCIlb. ITO dJICKTPOHHBIA aApec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIINH Ha OopyMaxX U CalTax;

7. He oTkpbiBail (pailsibl M JIpyrue BIIOKEHUS B NUCbMaX, JaXe €CIM OHU
NPUIILTA OT TBOWX Apy3eH. JIydille yTouHHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
Gbaiinbl;



8. Ilocne oxoHwaHWs pabOTHI Ha TIOYTOBOM CEPBUCE TMEpe] 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

KnOepOyajimHr uim BUPTYaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npeciieIoBaHue COOOIIIECHHUSAMU, coAep KaluMHU
OCKOpPOJICHMS, arpeccuio, 3aIlyruBaHuUE; XYJIUTAHCTBO; COIMAJIbHOE
OOMKOTHUPOBAHKE C MTOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOSPOYIITMHTOM:

1. He 6pocaiics B 60ii. JIydmmii crmoco6: MOCOBETOBAThHCS Kak ceOsl BECTH U,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnmyTauuei;

3. AHOHUMHOCTh B CE€TH MHHMas. CYHIGCTBYIOT CITOCOOBI BBISICHUTDL, KTO
CTOHUT 3da AHOHMMHBIM aKKayYHTOM;

4. He crouT BecTH XyJIWUTaHCKUWA 00pa3 BHUPTyaJbHOW >XU3HU. HTEpHeT
(GuKCUpyeT BCe TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHHUTEIIBHO;

5. Cobunroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupy¥é enuHW4HBIM HeratuB. OJHOpa30BbIE OCKOPOUTEIHHBIC
cooOlleHUsI Jydine urHopupoBaTb. OOBIYHO arpeccus MpeKpalnaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMAJIBHBIX CETAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKHA COOOIICHWH C
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnu ThI cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
HnoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKass IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPONUCTB MOKA OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJAUT HE Tak



WHTEHCUBHO, Kak 1711 [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPUITOKCHHM.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl yKe MPAKTUUECKH JIOTHAJIA HACTOJIbHbBIC
aHaJOr¥, OJHAKO pacupeHue (yHKIMOHAJIa BIIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJUTENM BBIMYCKAOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIC COBETBI JJI 0e3011acHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudvero He sBnsieTcss mo-HacTosieMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korja tebe mpenaraioT OecrjaaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IJIATHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTh SMS, ¢doto unu Buaeo. Thl TOUHO 3HACIIID,
r7e OHU OyJyT B KOHEUHOM UTOTE?

Heo6xo1umo 0OHOBISATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcrnonb3yilt aHTUBUPYCHBIE TTPOTPAMMBI JIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEW3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT
COZIEpKAaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[locne Toro xak Thl BBIAJEHIL C CalTa, rJ€ BBOAMWI JIMYHYIO HMH(OPMAIUIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepynoanyecku nmpoBepsiii, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJIBKO JIOJSAM, KOTOPBIX Tbl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth momkeH OBITH BBIKIIOUEH, KOrJAa Thl MM HE mMoJb3yemibcs. He
3a0bIBall MHOT 1A TIPOBEPSTH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacO4HbI€, 3aXBaThIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JaHHBIH UM MHp, OOIIAOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM M TOJYYalOT OMNBIT. 3a YJAOBOJILCTBUE OHHU ILIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha mojepKaHUE U PA3BUTHUE UTPHI, a TAKXKE HA caMy



0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMU, BBIIYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU JUIsl IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO TMapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOJIBITHHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeneT ceOs MIOXO0 WM CO3/aeT Tebe HEempUsITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxamyics agMAHUCTPATOPAaM UIPHI HA IUIOXOE IOBEACHUE 3TOTO0 UIPOKA,
YKEJATEeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil tuunyto nHbopMaIuio B npodaiiie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcnosnb3yii CII0KHBIE U pa3HbIE MTapOJIH;

7. Jaxxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaenis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM KpaXkel JEHeT U JOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAUBHILb, HO
C Ppa3BUTHEM MHTEPHET-TEXHOJOTUU 3JOYMBIIUIEHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA "MIOOMMBIM" JIEIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOUICHHUYECTBA WM (DUIITHHT,
rJIaBHas 11€Jb KOTOPOTO COCTOMT B TMOJMYYEHUU KOH(PHUACHIMAIBHBIX JTaHHBIX
MOJIb30BATENICH - JTJOTMHOB U maposieil. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Crmequ 3a cBOMM aKkKayHTOM. ECIIM ThI TOJI03peBaciib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJAMMO  3a0JOKHpPOBATh €€ W COOOIIHUTH
aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Vcnone3yii Ge3omnacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB H
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cliokHbIE W pa3Hble Tapojd. TakuM o00pa3om, eciu TeOs



B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY
npoQuIIIo B CETH, a HE KO BCEM;

4. Ecimu T1ebs B3JIOMald, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpPBIE TOOABICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAJU H,
BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CaUThI;

5. YcranoBu HaaexHsbli napois (PIN) Ha MoOunsHbIi TenedoH;
6. OTKiII04YM cOXpaHEHMe apoJs B Opaysepe;

7. He oTkpeiBail ¢aitnbpl U Ipyrue BIOKEHUS B MUChMax, JaXe €CIH OHU
OPULUIM OT TBOMX Jpy3el. Jlyuine yTouHM y HUX, OTIpPaBISUIM JU OHU TeOE ITH
Gbab.

udposasi penyrauus

[Mu¢posast penyranus - 3T0 HETraTUBHAs WM MMO3UTUBHAS UH(POpPMALUS B CETH
o tebe. Kommpomerupyromass nHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa30M OTpa3UThCA Ha TBOEH peanbHOM xu3HH. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 nHdopmanuu o tede B
UHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOE ((MHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH
XapakKTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKAIUIMBACTCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
NPUYUHON OTKa3a MPUHATH T€0S Ha padoTy.

KommeHTapuu, pasmenienre TBoux ¢ororpaduil u Apyrve IeHCTBHUS MOTYT
HE MCYE3HYTh IaX€ IIOCJE TOro, KaKk Thl MX YIaluIlb. Tbl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIAach JU OHA, a TJaBHOE: YTO MOAYMAIOT O TeOe OKpy’Karolue JIIOIU,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHOpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 100pbIX MOOYKIECHH, TAK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM permyTallUu:

1. [Tomymaii, mpexae yeM 4To-To MyOJUKOBATh U MepeiaBath y ceds B Omore
WA B COLMAJILHOM CETHU;

2. B mnactpoiikax npo¢uisi yCTaHOBU OrPAaHUYEHHUS Ha MPOCMOTP TBOETO



pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJBKO "1Ist py3eit';

3. He pasMemaii u He yka3piBaili WHPOPMAIIHIO, KOTOpask MOXKET KOTro-JIr0o
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE NIPaBoO

CoBpeMeHHbIEC IIKOJIBHUKH - AKTUBHBIE IIOJIb30BAaTE€NH  LU(pPOBOTro
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, YTO IMOJb30BAaHME MHOTMMHU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHWs MmpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTEIEKTyanbHass COOCTBEHHOCTh" OTHOCHTCA K pPa3IMYHBIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HayMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HavyaIKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTAMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIUIEKTYyaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJUBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukrto 0Oe3
paspelleHuss aBTOpa HE  MOXKET  BOCIPOU3BOJWTL €0  IPOU3BEIECHMUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
IIyCKaTh B NPOKAT, IyOJMYHO HCIHOJIHATH, IMOKA3bIBATH/UCHOJIHATh B 3QUpe WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 00ECIIEYeHHS] MOKET MPUBECTU
K MHOTMM pUCKaM: OT IIOTEPH JIaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE MU O€cIIaTHbIE MPOTPaMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O nopraJue
CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETHU. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETH TMOHSTHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU

KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe NMPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IpakIaHUHOM !

[Tpunoxenue N 3



